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Changes to Hitwise to address the Shift to Secure 

On Sunday 30 June, Experian Hitwise deployed several improvements aimed at addressing the 
increasing Shift to Secure in the online world. 
 
Key improvements include: 

 Increasing the amount of secure data in our sample. 

 Making enhancements to existing data to better capture secure traffic. 

 Reviewing our existing methodology and weightings for secure websites. 

 Enhancing our sample to allow us to apply weightings more effectively in the future. 

 Setting up a monitoring system for secure changes. 

 
These improvements will result in the improved stability and greater robustness of our sample. 
We have deployed these changes to our services beginning from the daily build for 30 June 
2013. However, any shifts in trending will not be noticeable until after the first weekly build, 
which will be for the week ending 6 July 2013. 
 
For further information on the Shift to Secure and our response to it, please see the FAQ below. 
 

 

Frequently Asked Questions 

1. What is the Shift to Secure?  

Over the last couple of years, there has been a progressive Shift to Secure involving major 
websites and search engines. Sites such as Facebook are moving to make all traffic on their 
site secure, while Google now secures all organic searches on their site for signed-in users. In 
early 2013, Chrome announced that that address bar searches on their browser will default to 
secure, and Firefox is likely to follow suit. 
 
When a site goes secure, traffic to and from the site is hidden from any observers. Those parts 
of our data sourced from ISPs are directly affected, so the Shift to Secure has the potential to 
weaken our sample. 
 
Shift to Secure trends are similar on mobile devices. iOS 6 defaults to Google secure search in 
mobile Safari, as does Chrome for mobile. 
 
Hitwise products have been well positioned with respect to the Shift to Secure, and have 
avoided significant impact from the Shift to Secure trend due to our sample compositions, data 

https://www.facebook.com/blog/blog.php?post=486790652130
http://googleblog.blogspot.com.au/2011/10/making-search-more-secure.html
http://blog.chromium.org/2013/01/google-search-in-chrome-gets-more-secure.html


 
collection and overall methodology. Implementing these planned improvements will continue to 
ensure we are equipped to deal with the Shift to Secure now and into the future. 
 
 
2. Why are companies making their websites secure? 
Firstly, it allows for greater privacy for users by protecting their online activities. Users are 
increasingly demanding privacy for their time on the Internet and the Shift to Secure helps 
businesses meet that demand. Secondly, and more importantly, online service providers can 
protect the data they collect about their users by limiting applications belonging to other 
businesses from also collecting that same information. Lastly, creating end-to-end secure 
connections and services is very costly, and companies which can afford to do this gain a 
significant advantage over their competitors. 
 
 
3. What action are we taking in response to the Shift to Secure? 
Experian Hitwise has planned several improvements that will ensure we are equipped to deal 
with the Shift to Secure now and into the future. These improvements include:  
 

 Increasing the amount of secure data in our sample.  

 Making enhancements to existing data to better capture secure traffic. 

 Reviewing our existing methodology and weightings for secure websites.  

 Enhancing our sample to allow us to apply weightings more effectively in the future.  

 Setting up a monitoring system for secure changes.  
 
 
4. When will these improvements be deployed? 
We have deployed these improvements beginning from the daily build for 30 June 2013. 
However, any shifts in trending will likely not be noticeable until after the first weekly build, which 
will be for the week ending 6 July 2013.  
 
 
5. Will the improvements be applied to historical data?  
No, we will not be retro-actively applying any changes to historical Hitwise data.  
 

 
6. What impact will these improvements have on Hitwise?  
The improvements are focused on improved depth and accuracy of our visit and search metrics. 
Implementing the improvements will increase the sample size across all markets, and will also 
increase the proportion of data partners which provide us with full secure URL data. This means 
that Hitwise will now report on more visits, as well as more searches, search clicks and unique 
terms. We do not expect to see any significant changes to data trending. 
 
In addition, these improvements in collection, weighting, cleansing, scaling and quality 
assurance processes will ensure that we have better tools and a stronger platform for dealing 
with secure websites into the future. 
 

 
7. Does the Shift to Secure impact Hitwise competitors? 



 
The Shift to Secure trend is an industry-wide issue, impacting analytic providers in a number of 
ways, including the providers that have initiated the change, like Google’s analytics product, 
Google Analytics.  
 
 
8. Over the long-term, how do we envisage our ability to track and report on SSL traffic? 

Does risk increase over time? 
Over the long term, we expect that the number of websites using secure will continue to 
increase. The work we have done with these changes will protect our sample against that trend 
going into the future. We have increased the amount of our sample that is unaffected by Shift to 
Secure. At the same time, we have also built better monitoring tools to detect when sites do go 
secure and ways of mitigating the effects for those parts of our sample that would be affected. 
Overall, we believe that the improvements put in place together with our program of ongoing 
monitoring means we will be able to easily deal with any Shift to Secure developments in the 
future. 
 


